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Is Biometric Authentication safe?

You can use biometric login to myPrudential via PRUmobile app with the
devices enable the biometric authentication function only. Only
fingerprints/face profile stored on your device can be used to access
myPrudential. Your fingerprints/face profile will not be stored in the Prudential
record including but not limited to the app.

2 Can someone else login to my myPrudential account via PRUmobile if my
device has stored their fingerprints/face profile?

All fingerprints/face profiles stored in your device can use the biometric login
after you enable the Biometric Login of PRUmobile. In this case, Prudential
recommends you only storing your own fingerprints/face profile on your
device to access the biometric login to myPrudential.
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3 Will Prudential store the fingerprints/face profiles? If yes, where will it be
stored?

Prudential will not store your fingerprints/face profiles, including but not
limited to the app. The Biometric Login of myPrudential via
PRUmobile only use the fingerprints/face profiles stored on your device.
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I have siblings who lookalike me very much. Will the Face ID Login capture
their facial recognition if they use my device to login to myPrudential?

There may be mis-match of face profile using the Face ID feature sometime,
like twins or lookalike siblings, adolescents who are under rapid growth of
facial features and the “Require Attention for Face ID” feature is disable in the
device setting. If you have concern on the above mis-match, Prudential
recommends you using password to login, otherwise please be alerted that
you may undertake certain risks for example, access myPrudential and update
the information etc. by third person, if you use Face ID to login.
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